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Architecture description

Application consists of 3 layers:
1. User Portal
2. Database server
3. PowerShell scripts
Layers can be located on different physical workstations.

No any business logic with Active Directory on Portal level. Only PowerShell scripts can make changes in AD.

User Portal is an interface for users to request Active Directory changes (assign to services, remove from
services).

Database is used to store information about users, assigned services and history, exchange data between Portal
and PowerShell layer.

PowerShell scripts are used to execute commands created by Portal and import/synchronize data from PDB.



Minimal system requirements

This topic contains the information of hardware and software requirements to run the application.

Requirements for the Portal

1.

e wnN

Linux or Windows Server.
Minimal PHP version: 5.5.26. PHP is freeware. Download page: http://php.net/
Apache HTTP Server or IIS server.
Source code. Copy to the PHP server working folder.
Minimal hardware requirements:
a. CPU: 1.4 GHz (64-bit) or faster multi-core.
b. Memory (RAM): 2 GB.
c. Hard disks and available storage space: 160 GB hard disk with a 60 GB system partition.
System language requirements: any language.

Requirements for the database layer

1.

o e wnN

PostgreSQL is freeware.
Minimal version 9.4. Download page: http://www.postgresql.org/download/
Install pgAdmin. Download page: http://www.pgadmin.org/download/
Database backup file to restore schema and initial data.
Database name: “MDC”.
Minimal hardware requirements:

a. CPU: 1.4 GHz (64-bit) or faster multi-core.

b. Memory (RAM): 2 GB.

c. Hard disks and available storage space: 160 GB hard disk with a 60 GB system partition.
System language requirements: any language.
Collation: UTF-8.

Requirements for the PowerShell layer

1.
2.
3.

Minimal version: 2.0.
Windows Server 2008, 2008 R2, or 2012, 2012 R2.
Minimal hardware requirements:
a. CPU:1.4 GHz (64-bit) or faster multi-core.
b. Memory (RAM): 2 GB.
c. Hard disks and available storage space: 160 GB hard disk with a 60 GB system partition.
d. ODBCdriver for PostgreSQL. Download page: https://odbc.postgresql.org/




Working environment description

This topic addresses the information you need to configure environment for project’s development.

Environment for the Portal
Application built with PHP framework Codelgniter. Codelgniter official web-site: https://www.codeigniter.com/

For Ul used:

e jQuery http://iquery.com/

e Twitter Bootstrap http://getbootstrap.com/

e jQuery DataTables plugin https://datatables.net/
e jNotifyBar plugin

All scripts are stored locally in the application’s folder.

Source code
Portal built with an open source framework Codelgniter. Official web-site: https://codeigniter.com/

Source code location: /var/www/palm/docroot

Main execution file is index.php. Location: root of application. This file contains different configurations
depending on current environment (development, testing, production).

Caution: do not overwrite this file as copy-paste on test and production environment.

Configuration files
Configuration files location: /application/config/

Portal configuration stored in file config.php

This Codelgniter configuration file also contains custom MDC configuration items — “MDC Application” section.

Connection to database
Configuration to connect database is stored in file database.php

Password configuration line:
Sdb['default']['password'] = decrypt(ENCRYPTION_KEY, '[encryped_password]');

Database connection password is encrypted.
How to encrypt password
Portal have a page to encrypt password: /index.php/Encrypt/db_pwd

Enter password in the text box and press [Encrypt] button.



Environment for the PowerShell layer
PS scripts are used to change data in Active Directory.

Files location
PowerShell scripts can be located in any folder on the local computer. Files MDC-Execute.ps1 must be located in
the same folder with other PS files.

Connection to database
PowerShell has no built-in support code for the PostgreSQL protocol, so it therefore cannot communicate with
PostgreSQL without some kind of client driver.

e ODBCdriver for PostgreSQL should be installed: https://odbc.postgresql.org/
e ODBCdriver should be configured.

ODBC driver configuration

Open ODBC Data Source Administrator

Click "Add..." button.

Choose "PostgreSQL Unicode(x64)".

Click "Finish".

In the driver setup dialog fill information about database name, server address, username, password.
Click "Test" to validate setup.

If connection successful - press "Save".

NoubkwnNpRE

How to connect database from PowerShell script

Use DSN name as connection string in the object System.Data.Odbc.OdbcConnection. Default DSN name for
PostgreSQL is: PostgresQL35w



Database description

Table Description

tbl_config Application configuration

tbl_log Contains application log.

tbl_service_kind List of service types.

tbl_services List of application services (WLAN, VPN, etc.)

tbl_services_requests

Information about services requested by user.

tbl_services_requests_history

Contains history of the service.

tbl_services_users

Contains information about services assigned to user.

tbl_services_with_approval

List of services with approval by Cost Center responsible person.

tbl_tasks_queue

List of Portal commands.

tbl_texts

Portal text resources.

tbl_user

List of Portal users.

tbl_users_history

Contains history of users activity.

tbl_usertypes

List of user types.

tbl_usertypes_initial_services

Contains information about default services for each user type.

tbl_workgroups

List of Cost Centers.

tbl_workgroups_services

List of services in Cost Centers.

tbl_workgroups_users

List of users in Cost Centers.




ERM of the database

E public.thbl_services_users B2 public.tbl_usertypes E2 public.tbl_upsertypes_initial_servic...
/4 usertype_id: integer & rec_id: serial

& usertype_id: integer

5 service_id: integer

HR user_id: integer
& rec_id: serial

E5 usertype name: varchar{20]}
B8 usertype_order: smallint

&5 service_id: integer
B9 service status: varchar{20)

thl_usertypes_initial_services_pk...
fli_tbl_usertypes_initial_services..,
fli_tbl_usertypes_initial_services...

& thl_status_phkey

WK

2 thl_hasrights_pkey

EE public.tbl_services_requests_histo...

& history_id: serizl
i service_id: integer
H user_id: integer

B3 history_details: text
=3 history_date_created: timestamp

& thl_services_requests_histary_pk...
& fki_thl_services_requests_history...
2 fki_thl_services_requests_histary.

E public.thl_workgroups_users
& rec_id: serial

& workgroup_id: integer

H user_id: integer

&9 is_user_moderator: bit{1]
3 user_can_leave: boolean

42 thl_workgroups_users_pkey

B9 service_result: varchar[20] I

B2 public.thl_vser

S5 userid: serial
Hi usertype_id: integer

E5 public.thl_services with_approval

E3 firstname: varchar{Z0}
9 surname: wvarchar(40]
E5 phone: varchar{20)
E5 place: varchar{20]
55 username: varchar{50)

"___' Eg passwd: varchar{64)

E5 logged: boolean

B is_admin: boclean

=5 pdb_id: integer

9 mail: varchar({50)}

E5 cempany: varchar({S0}
£ uid: warchar{30}

E5 begin_date: date

5 end_date: dat=

E9 fax: varchar{30)

£ rec_id: serial
g7 service_id: integer
B usertype_id: integer

s thl_services_with_approval_pkey
< fki_thl_services_with_approval_s..
<& fli_tbl_services_with_approval_u...

& thl_user_pkey
4 fki_tbl_user_usertype_id_fkey

B2 public.tbl_wsers history
‘\1 45 history_id: serial

5 user_id: integer

E5 history_details: text
=3 history_date_created: timestamp

2 thl_users_history_phkey
i fli_thl_users_history_user_id

& Fki_l:bI_workgroup_users_user_id_...._\
2 fli_tbl_werkgroup_users_workgro... EE public.tbl_workgroups

EE public.thbl_services requests

£ workgroup_id: serial
i ccid: integer

E3 workgroup_name: varchar(50)

5 workgroup_institute: wvarchar{50)

B3 workgroup_description: varchar{2...

& thl_workgroups_pkey

[

EE public.tbl_workgroups_services

4 wgservice_id: serial
& workgroup_id: integer

/2 request_id: serial
Hl service_id: integer
H7 user_id: integer

ES request_date created: timestamp
&9 request_status: varchar{30]

B3 request_status_justification: varc...
& service user_key_id: integer

= resp_user_id: integer

B9 task_gqueue_id: integer

B9 request_condition: varchar{10]}

B9 request_conditien_details: varcha...

55 service_id: integer

& thl_workgroupservices_phkey

43 thl_services_requests_phkey
2 fli_thl_services_requests_servic..
< fki_thl_services_requests_user_id

E2 public.tbl_log

ES public.thl_texts

ES public.thl_config

2 log_id: serial

42 text_id: serial

4 config_id: serial

= log_message: varchar{1000)
B log_date_created: timestamp
& log_level: wvarchar{20]

B9 log_ip: varchar{50)

B9 text_name: varchar[100]}

B9 text_walue_de: varchar{500}
& text_walue_sn: warchar{500}
B9 text_is_big: beolean

2 thl_log_pkey

=9 config_war: varchar{50)
E5 config_walue: varchar{150)
E5 config_war_type: varchar{10]

& thl_config_pkey

45 thl_texts_phkey

E2 public.thl_tickets

E public.thl_tasks_gueue

2 ticket_id: serial

/o task_id: serial

& tickst_author_id: integer

£ ticket_auther_ip: varchar{50)
&9 tickst_assignee_id: integer

=9 tickst_assignes_ip: warchar{50)
£ ticket_subject: varchar(Z00)

E5 task_command: varchar{300)

B9 task_date_created: timestamp

£ task_body: text

= task_condition: warchar{30)

B9 task_condition_details: varchar{3...

£ tickst_body: varchar(500)

4 thl_tasks_queue_pkey

£ ticket_decision: varchar{500]

&9 tickst_status: varchar{20]

£ ticket_priority: warchar{20)

&9 tickst_date_created: timestamp

£ tickst_date_modified: timestamp

£ ticket_type: varchar{20}

= ticket_user_id: integer

£ ticket_auther_name: varchar{100)
E9 service_request_id: integer

B9 ticket_data: varchar{100)

&9 tickst_alert_message: varchar{10..}
= tickst_modified_by_user_id: integer
£ ticket_is_precessed: boclean

& thl_tickets_pkey

EE public.tbl_services

H3 service_kind: integer
/2 service_id: serial

EH service_name: varchar{50]
E5 service_name_ad: varchar{200}

'A—_‘_‘—hh EH service is_active: bit(1]

=5 service_description: varchar[200)
E service_identifier: varchar{7 0}
&5 service_parameters: varchar{200)
E service is_predefined: boolean
& service_name_predefined: varcha...

& pkey_service_id
4 fli_tbl_services_kind_id

¥

E public.tbl_service_kind

B9 kind_id: integer
& kind_name: wvarchar{30}

2 thl_service_kind_kind_id_key




Portal description

User interface built to request changes in Active Directory and see information about users (personal data,
services, etc.).

Authentication on the Portal
Portal using adLDAP library to authorize users.

adLDAP official web-site: http://adldap.sourceforge.net/

APl examples: http://adldap.sourceforge.net/wiki/doku.php?id=api _examples

Only active Active Directory users can get access to the Portal. If user is disabled in the Active Directory,
username or password is incorrect — no access to the Portal.

Information about security

To access any page on the Portal user should be authenticated. Even user manually change the URL — Portal’s
security system redirects to the login page.

Permission-driven user interface

Portal have a user interface in which the appearance or non-appearance of menu items or functions is driven by
the access permissions granted to user.

User roles description
Portal user can have different roles. Portal roles are stored in the database.

e Regularuser
e Administrator
e Cost Center responsible person

Regular user can see profile information and request/remove services.
Administrator is a user with the attribute is_admin = TRUE in the database table “tbl_user”.

Cost Center responsible person is a user which have a relation with a cost center and database attribute
is_user_moderator = TRUE



Multilingual interface
Language resource files are stored in: /var/www/palm/docroot/application/language

How to synchronize language resources between developers (and databases)

1. Developer create a new language key, e.g.: lang('label_service_name')

2. On apage "/index.php/Admin/texts" press button [Generate resource files]. It creates
"common_lang.php" file for each language.

3. Check-in pending "common_lang.php" files in TFS.

4. Other developer on a page "/index.php/Admin/texts" should press button [Synchronize]. System reads all
"common_lang.php" files and creates resource key in database if key is missing.
() Existing resources in database stay without changes.

How to deploy resources

1. On apage "/index.php/Admin/texts" press button [Generate resource files].

Copy "common_lang.php" to server for each language folder.

3. On apage "/index.php/Admin/texts" press button [Synchronize] to update database.
() Existing resources in database stay without changes.

N

Services requests for users

Each authenticated Portal user can request or remove service. Some services should be accepted by Cost
Center’s responsible person. Responsible person can accept or reject requested service.

Commands for PowerShell

Portal cannot make changes in Active Directory. To request changes in AD, Portal creates a command for
PowerShell. Command’s data stored in JSON format. When user requests assignment to service or removal — for
all these operations Portal create a command.

Command contains the full information how to operate with data (username, user database id, service
information, etc.).

Requests for administrators
Some operations require confirmation by IT administrator. Requests types:

e UserExternalEmail
e DeactivateUserAccount
e RemoveUserServices

Administrator should accept or decline options in the request.



PowerShell layer description

PowerShell module

PS module for MDC project contains a list of common functions like connection to database, get Portal
command data, update data in the database, etc.

Module should be located in the directory %SystemRoot%\System32\WindowsPowerShell\v1.0\Modules\MDC

Module filename — MDC.psm1

Infrastructure configuration
To run commands execution script and maintenance script use Task Scheduler. These tasks should run with the
highest privileges.

Commands execution scripts

To execute commands created by Portal is used script MDC-Execute.ps1 This scripts read information from
database table tbl_tasks_queue, parse data and execute each command. Execution business rules described
below.

Command Description

AssignUserToWLANService PS script to assign user to the AD service.
AssignUserToVPNService PS script to assign user to the AD service.
AssignUserFaxNumber PS script to set user’s fax number.
CreateHomeDirectory PS script to create folder.
SetuplInternalEmail PS script to assign user to the AD service.
SetupExternalEmail PS script to request setup of user’s external email account.
RemoveUserFromWLANService PS script to remove users from AD service.
RemoveUserFromVPNService PS script to remove users from AD service.
RemoveUserFaxNumber PS script to remove user’s fax number.
DeactivateUserAccount PS script to deactivate user account.

Each script read information about Portal command by task ID and parse command data.



PowerShell scripts logging

PS scripts can write logs. Functions to write logs are implemented in the PowerShell module. Logs are writing
into the database (table “tbl_log”) and Windows Events (Event Viewer).

MDC log in Event Viewer:

e Name: MDC
e Location: Application and Services Logs

Windows Event Viewer

il

File Action View Help
&= 2 BE

@ Event Viewer (Local)
i [ Custom Views

b Lm Windows Logs
4 [ Applications and Services Logs
§4—] Active Directory Web Services
E,—J Hardware Events
éﬂ Internet Explorer
2] Key Management Service
& MDC|
I _ Microsoft
éﬂ Windows PowerShell
-1 Subscriptions

Import/synchronize data

To import data from PDB and synchronize database, MDC application using script MDC-Sync.ps1. This script runs
from scheduled task. Script must be configured to read export file, for example:

[XML]SUsers = Get-Content C:\incoming\palm_export.xml

PDB export file location: C:\incoming\palm_export.xml



Application deployment

Database

Database engine should be installed and configured. Database name can be any. Default database name on the
test environment is: palm_test

Portal deployment
Note: on the Linux server file names are case-sensitive.

Application base dir: /var/www/palm/docroot

Configuration files location: /application/config/

File config.php should be configured with base site URL — WITH a trailing slash:
URL can be changed by administrator to any value. Examples:

e Test environment: https://palm-test.mdc-berlin.net/

e Production environment: https://portal.mdc-berlin.net/

File database.php should be configured to connect PostgreSQL database:

e Variable Squery_builder must have value TRUE.

e Sdb['default']['hostname'] = '<host address>'; // can be changed

e Sdb['default']['username'] = 'palm_test'; // can be changed

e Sdb['default']['password'] = decrypt(ENCRYPTION_KEY, '<encrypted database password>');
e Sdb['default']['database'] = '<database name>'; // can be changed
e Sdb['default']['dbdriver'] = 'postgre’;

e Sdb['default']['dbprefix'] =";

e Sdb['default']['pconnect'] = TRUE;

e Sdb['default']['db_debug'] = FALSE;

e Sdb['default']['cache_on'] = FALSE;

e Sdb['default']['cachedir'] = ";

e Sdb['default']['char_set'] = 'utf8';

e Sdb['default']['dbcollat'] = 'utf8_general_ci';

e Sdb['default']['swap_pre'] =";

e Sdb['default']['autoinit'] = TRUE;

e Sdb['default']['stricton'] = FALSE;

e Sdb['default']['port'] = <port>; // can be changed



adLDAP configuration
adLDAP library is used to operate with Active Directory.
File location: /application/config/Adldap.php

$config[ 'account_suffix'] = '<account suffix>';
$config['base_dn'] = '<base>';

$config[ 'domain_controllers'] = array ("<AD controller>");
$config['ad_username'] = '<username with rights to change AD>';
$config['ad_password'] = '<AD manager password>';
$config['real_primarygroup'] = true;
$config['recursive_groups'] = true;

PowerShell scripts
PS scripts can be located in any folder. For example: C:\PSScripts

List of PS scripts:

o MDC-Sync.psl

e MDC-Execute.psl

e AssignUserFaxNumber.psl

e AssignUserToService.psl

e AssignUserToVPNService.psl

e AssignUserToWLANService.psl

e CreateUserHomeDirectory.psl

e DeactivateUserAccount.psl

e RemoveUserFaxNumber.psl

e RemoveUserFromService.psl

e RemoveUserFromVPNService.psl
e RemoveUserFromWLANService.psl
e SetupExternalEmail.psl

e SetuplnternalEmail.psl



PowerShell module for MDC
Module file “MDC.psm1” and manifest file “MDC.psd1” should be located in folder:
%SystemRoot%\System32\WindowsPowerShell\v1.0\Modules\MDC

To use module with name “MDC” — Import-Module MDC - names MUST be:

e MDC.psml
e MDC.psdl
e Folder name: MDC

Third-party utilities used in PS scripts
Some PS scripts uses external utilities to set permissions to the user’s home directory, send an email to provider,
etc.

SetACL
SetACL is a freeware utility for manipulating security on Microsoft Windows. Used in the PS script to create
user’s home directory.

Official web-site: https://helgeklein.com/setacl/

SetACL location: C:\Utils\SetACL.exe

Blat
Blat is a freeware command line utility to send an email to provider. Used in the external email service request.

Official web-site: http://www.blat.net/

Blat location: C:\Utils\blat\blat.exe



Tasks configuration in the Task Scheduler
PowerShell layer must have 2 scheduled tasks:

e MDC Execute
e MDCSync

How to create and configure tasks

Open Task Scheduler.

Task “MDC Execute”
Click on “Create Task...”

Tab “General”
Name: MDC Execute
“Security options” section:

e  When running the task, use the following user account: MDCITGROUP\sa_admanager
e Check radio button “Run whether user is logged or not”
e Check “Run with highest provileges”

General |Triggers I Actions | Conditions | Settings | History |

Marme: | MDC Execute

Location: WMDC
Author MDCITGROUPYsa_admanager

Description:

Security options

When running the task, use the following user account:

MDCITGROUPYsa_admanager Cﬁange User or Group...

(2} Run only when user is logged on
® Run whether user is logged on or not

[ | Do not store password. The task will only have access to local computer resources,

[+ Run with highest privileges

[] Hidden Configure for: | Windows Vista™, Windows Server™ 2008




Tab “Triggers”
Click “New...” button.

General | Triggers |A.ctionrs | Conditions | Settings | History |

When you create a task, you can specify the conditions that will trigger the task.

Trigger Details Status
Daily At 22118 every day - After triggered, repeat every 3 minutes indef... Enabled




“Triggers” > “Edit Trigger” dialog

In the “Settings” section check radio button “Daily”.
In the “Advanced settings” section:

e Check “Repeat task every:”
o Choose period (recommended 5 minutes)

Begin the tack: | On a schedule W |
Settings

) Onefime Start: |E?.D?.2ﬂ1ﬁ El- | |22:'|B:58 % ] Synchronize across time zones

® Daily

O Weekly Recur every: days

) Monthly

Advanced settings

] Delay task for up to (random delay): |‘I hour w |

[+] Repeat task every: |5 minutes W | for a duration of: |Indefinitely  w

[] Stop all running tasks at end of repetition duration

[] Step task if it runs longer than: |3 days v |

] Expire: |2?,ﬁ?,31}1? [El~ | |12;54;;13 T30 ] Synchronize across time zones

[+] Enabled

oK || Cancel




Tab “Actions”

Click “New...” button.

| General | Triggers| Actions |Cunditi::-ns | Settings | History |

When you create a task, you must specify the action that will cccur when your task starts.

Action Details
Start a program TbystemRoot®e\ Systern 32\ WindowsP owerShellw 1.0 powershell.exe -File |




“Actions” > “Edit Action” dialog

Program/script: %SystemRoot%\System32\WindowsPowerShell\vl.0\powershell.exe
Add arguments (optional): -File "C:\Projects\MDC\PowerShell\MDC-Execute.ps1" -ExecutionPolicy Unrestricted

You must specify what action this task will perform.

Action: |5tart a program

Settings

Program,/script:

|%Systemﬂoot%ﬁ],rstemﬂz‘awmdowsPowerSheIhv'l.'I]"-Lpou|| Browse... |

Add arguments (opticnal): | -File "C:\ProjectsM DC‘&F|

Start in (optional): | |




Tab “Conditions”

| General | Triggers I Actions | Conditions |Settings | History |

Specify the conditions that, along with the trigger, determine whether the task should run, The task will not
run if any condition specified here is not true,

Idle
[ ] Start the task only if the computer is idle for: |‘I'I] minutes

Wait for idle for: |1 hour
Stop if the computer ceases to be idle
[ ] Restart if the idle state resumnes

Power
[ ] Start the task anly if the computer is on AC power

[ 1 Stop if the computer switches to battery power
[] Wake the computer to run this task

Metwiork
[ | Start only if the following network connection is available:

| Any connection




Tab “Settings”

Important: select “Run a new instance in parallel”.

| General | Triggers I Actions | Conditions | Settings | History |

Specify additional settings that affect the behavior of the task.

[ Allow task to be run on demand

[ ] Run task as soon as possible after a scheduled start is missed

1 minute w

L] Ifthe task fails, restart every:

Attempt to restart up to: times

Stop the task if it runs longer tham:
If the running task does not end when requested, force it to stop

If the task is not scheduled to run again, delete it after: _

If the task is already running, then the following rule applies:

| Run a new instance in parallel




Task “MDC Sync”
Configuration the same as “MDC Execute”.

General | Triggers | Actions | Conditions | Settings | History |

Mame: | MDC Sync

Location: WMDC
Author MDCITGROUPYsa_admanager

Description:

Security options
When running the task, use the following user account:

MDCITGROUPYsa_admanager Ehange User or Group...

(2} Run only when user is logged on
® Run whether user is logged on or not

[ | Do not store password. The task will only have access to local computer resources,

[+ Run with highest privileges

[] Hidden Configure for: | Windows Vista™, Windows Server™ 2008




“Triggers” > “Edit Trigger” dialog

Begin the tack: | On a schedule W |
Settings

) Opetime | Start: [18072016 [@~ | [1641:05 & | [] Synchronize across time zones
® Daily

O Weekly Recur every: days

) Monthly

Advanced settings

[ ] Delay task for up to (random delay): |‘I hour w |

[+] Repeat task every: |1 hour W | for a duration of: |Indefinitely  w

[] Stop all running tasks at end of repetition duration

[] Stop task if it runs longer than: |3 days w |

] Expire: |;_I',.',l|j',-',21}1? @~ |21;53;24] % []] Synchronize across fime zones

[+] Enabled




Tab “Actions” > “Edit Action” dialog

Program/script: %SystemRoot%\System32\WindowsPowerShell\v1.0\powershell.exe
Add arguments (optional): -File "C:\Projects\MDC\PowerShel\MDC-Sync.ps1" -ExecutionPolicy Unrestricted

You must specify what action this task will perform.

Action: |5tart a program

Settings

Program,/script:

|%Systemﬂoot%ﬁ],rstemﬂz‘awmdowsPowerSheIhv'l.'I]"-Lpou|| Browse... |

Add arguments (opticnal): | -File "C:\ProjectsM DC‘&F|

Start in (optional): | |




Tab “Settings”

Important: select “Run a new instance in parallel”.

| General | Triggers I Actions | Conditions | Settings | History |

Specify additional settings that affect the behavior of the task.

[ Allow task to be run on demand

[ ] Run task as soon as possible after a scheduled start is missed

1 minute w

L] Ifthe task fails, restart every:

Attermnpt to restart up to: times

Stop the task if it runs longer tham:
If the running task does not end when requested, force it to stop

If the task is not scheduled to run again, delete it after: _

If the task is already running, then the following rule applies:

|§Run a new instance in parallel




